Database Indexer 1.4

User Guide

For use with dtSearch Desktop, dtSearch Network
or dtSearch Web
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Installation

Database Indexer is an add-on product for use with dtSearch Desktop or dtSearch Network 7.96 or
later.

IMPORTANT

Before installing Database Indexer, you must install a copy of dtSearch Desktop or dtSearch Network*
on the machine where you will create and maintain the indexes. Database Indexer will automatically
detect where dtSearch Network is installed and will warn if a copy cannot be found.

The default install folder is ..\Program Files (x86)\DTSUK\Database Indexer\

dtSearch Network licenses include use of an extra copy on a single additional machine for indexing
and/or for shared network index access.

Before installing any beta build, from Windows Control Panel, uninstall previous versions from the
machine. Ensure that the install folder is completely empty before installing the beta version.

Evaluation mode
Evaluation mode is limited to 10,000 rows per index and scheduled indexing is not functional.
We have some small demonstration online databases available that can be used in evaluation mode,

details are in the Appendix.

To remove the Evaluation mode limits, click Register... and enter your serial number; you can find
your serial number later by clicking on the help (?) icon in the title bar or press the F1 key.

Evaluation mode Register...
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Accessibility

Database Indexer supports keyboard only operation:

Hold the Alt key or F10 down to display keyboard shortcuts, e.g., in the image below Alt+E will open
the Edit dialog, Alt+1 will run the indexer.

g

*4 Mew database...

% Data Source

|—|i Merthwind (localhost) it
... Customers
- Employees Last indexed: 07 Apr 2022 16:29
_____ B Products Schedule: Every day at 16:29 from 09 Mowv 2020
“-EH Suppliers Edit...
Run Indexer
Schedule Index...
Cancel Schedule
Open index in dtSearch Desktop
Version 1.4.8133
TreeView:

Press Tab or Shift+Tab to navigate in or out of the TreeView.
Navigate the tree nodes by using the directional arrow keys.
Press the Menu key, use arrow keys to select Rename or Delete. Press Enter to select.

F1 - shows About dialog - contains your Serial Number for support and a link to online help.

Tab to navigate to any link or button and Enter to select any item in a dialog.

Esc closes a dialog.

ALT + Spacebar + M to move the application window using the arrow keys.

ALT + F4 to close the application
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Translation

The default language of the user interface is English. To translate the user interface, make a copy of
the Database Indexer — template.lang file which is in the \118N subfolder.

Place the untranslated copy of the template file in the same folder as the Database Indexer.exe
file and run Database Indexer, you will see all the English text is replaced by pseudo-language with a
width 30% wider than English to account for the typical expansion that occurs in translating from
English to many other languages. Text Labels in Database Indexer will automatically expand to
accommodate the length of the text.

Translate the appropriate text using a text editor (e.g. Notepad), save it in utf-8 format (we suggest
you rename it using IETF language tags (e.g. fr-CA. lang for Canadian French) and place the file in
the same folder as Database Indexer.exe.

If a file with filename extension .lang is found when Database Indexer is run, it will read the file to
translate the user interface.

To assist translators, Database Indexer can be run with a command line -t this will display the list of
phrases to translate; as each line is translated and the surrounding [[ ]] are removed, it will indicate
what number and percentage of lines are translated.

If you experience any issues translating the user interface, please contact support@dtsearch.co.uk for

assistance.
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Getting Started

The steps to create an index are

e Add a New Database

e Add a Data Source

Set the index options

Set a schedule for the index updating if needed.

Click the Edit... button to change any of the settings later.
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Add a New Database

Select the database type from the drop-down list, enter the requested parameters of your database

then Save your settings.

The images below show the options for the MS SQL and MySQL database types.

#k___ Enter connection details

Server Name

Database
Authentication
SQL Server Authentication

Username

Password

SSL
[ Encrypt Connection

Database type
MSSQL w

ust Server Certificate

Save Cancel

<=__ Enter connection details

Parameters  SSL

My5QL Hostname

MySQL Server Port

Username

Password

Database type

MySQL v

Connection Method

Standard (TCP/IP) v
Save Cancel

MS SQL database type

Select Authentication from
SQL Server Authentication or
Windows Authentication

Optionally for SSL select
Encrypt Connection see

MS SQL SSL Options

MySQL database type

Select Connection Method from
Standard (TCP/IP) or

Local Socket/Pipe or

Standard TCP/IP Over SSH

SSL/TLS is used with Connection Method
Standard (TCP/IP).

By default, new MySQL databases
support SSL and generate their own
self signed certificates.

Select the SSL tab to set the
MySQL SSL options
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MS SQL SSL Options

Choose Encrypt Connection and optionally Trust Server Certificate.

Encrypt Trust Server | Behaviour
Connection | Certificate

OFF IGNORED (Default) Database Indexer will not use SSL to encrypt the connection
with the database, nor check the authenticity of the server.
The connection will fail if the installed SQL Server has been configured
with the 'Force Encryption' flag (not enabled in a default SQL Server
installation)

ON OFF The connection will be encrypted, and Database Indexer will check the
validity of the Server Certificate to ensure the authenticity of the Server.

The server must have a Valid Certificate for its Server Name from a
Certificate Authority the computer trusts such as a paid certificate
provider or a self-signed certificate that the computer has been
configured to trust.

The SSL Certificate must also have the Server Authentication purpose to
be considered valid.

ON ON Database Indexer will use SSL to encrypt the connection but will not check
the authenticity of the server.

The most secure SSL option is to select Encrypt Connection but not Trust Server Certificate.

By default, new SQL Server installations generate and use a self-signed SSL certificate that is not
trusted by Database Indexer because the certificate does not come from a trusted Certificate Authority
(CA); in this case check Trust Server Certificate to bypass checking the authenticity of the certificate,
because that is the only way to connect; often this is good enough for a server installed on the local
machine or on the local network.

To connect with Trust Server Certificate turned off, SQL Server must be configured with a certificate
from a trusted CA. The process for getting a trusted certificate and installing it on SQL Server requires
a network administrator to create a Certificate Signing Request (CSR) and a private key, then purchase
a certificate from a trusted CA such as Comodo, GeoTrust, etc. and configure SQL Server with the
certificate. Details are here:

https://www.ssltrust.co.uk/help/setup-quides/securing-microsoft-sql-server-with-ssl

SSL under MSSQL does not require any files to be configured. When not trusting the Certificate, it
uses the Windows Certificate Store to check that the SSL Certificate comes from a trusted CA.
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MySQL SSL Options

Unlike MSSQL, when validating the certificate MySQL does not use the Windows Certificate Store to
check the Certificate Authority (CA), instead it requires that the trusted certificate is on the local
machine in .pem format. PEM is a container format for certificates and keys.

Check Require SSL

+G Enter connection details

Database type From Validation Method select
MySQL v
Connection Method NO Validation or
Standard (TCP/IP) ~
Parameters S5 Certificate File and Browse...

Require S5L
Certificate Validation

to the CA certificate .pem file.

Validation Method

Certificate File ~
CA Certificate (ca.pem) .
|C:\ProgramData\MySQL\MySQL Server S.D\Data\ca.pt| | Browse... Opt|0na| |y check
Velidate hostname Validate hostname and Browse... to
S5L Certificate (client-cert.pem) = . .
[Ca\ProgramData\MySQL\MySQL Server &.0\Data\clien] | Browse... select the SSL Certificate client-cert file,
SSL Key (client-key.pem) | then Browse... to select the client-key file
|C:\ProgramData\MySQL\MySQL Server S.D\Data\clien| Browse... |

Save Cancel

By default, on new MySQL Server installs a self-signed certificate is created; the server acts as its own
Certificate Authority when creating the SSL Certificate, the CA file is generated and can be found by
default on the server path:

e Windows C:\ProgrambData\MySQL\MySQL <VERSION>\Data\ca.pem
e Linux under /var/1ib/MySQL

Copy this file to the computer where Database Indexer is installed, Choose Certificate File as the
Validation Method and Browse... to that file.

Optionally the MySQL driver supports validating the host name of the certificate. All SSL Certificates
have hostnames they are valid for; the self-signed certificate generated by MySQL is only valid for the
computer’s name. It will only validate if Database Indexer is installed on the same server as the MySQL
Database and the computer name is passed as the hostname on the Parameters tab. The files client-
cert.pem and client-key.pem by default can be found in the same location as ca.pem above.

Validate hostname if you are connecting to MySQL Server over the internet and want to avoid the
possibility of impersonation; the system administrator would configure an SSL Certificate from a
trusted authority similar to the steps mentioned in the MSSQL section, which is valid for the hostname
that the server is on, e.g. if the server is at db.example.com the SSL Certificate needs to be for that

hostname.
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Add a data source

After you have added a new database, select it from the list and press the New Data Source button.
Select the schema from the drop-down list.

Choose to select a Table or create a Custom Query.

If any of the columns contain a document or file path to a document, you might want to set up
Document Extraction so that it is displayed faster from search results.

If the data source contains columns that can be enumerated, you might want to set up Enumerable
Fields to provide faceted search navigation. (New in version 1.1)

Edit Diata Source X

Select data to index

Schema

dbo R
(® Table

Products w

(O Customn Query

Mot Set Setup...
— Al MNone
CategorylD ~

Discontinued

Product|D

Productiame

CQuantityPerUnit v

Document Extraction

|Don't Extract | x Setup...
Enumerable Fields
|3 Enumerable Fields | [ % Setup..,
Mext » . Cancel

When finished click the Next > button to optionally set up user friendly Field Display Names and
setup the index options.
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Field Display Names Option

You can optionally enter user friendly “display names” for each field as shown in the example below.

(New in version 1.1)

Click Next > when finished.

Edit Diata Source

Set Field Display Names Option

Column Display Name
S
CategorylD |Categorj,r |
Discontinued | |
ProductiD |Product ID |
ProductMame |Name |
QuantityPerlnit |Quantity |
ReorderlLevel |Heord er level |
SupplierlD |Supplier |
UnitPrice |Ur1it Price |
I . W
= Back | I Mext = | | Cancel

These user-friendly Display Names will appear in dtSearch Desktop Search Dialog in the fields... drop-
down list and in the Fields... list in the Universal Search Client.
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Set Indexing Options

You can create a New Index or Use an Existing dtSearch index. The index name can consist of
several words and can contain spaces.

Choose an index Location on the same machine where you have read/write permissions.

CAUTION: If you choose Use Existing Index and select Recreate Index any data not previously
indexed by the Database Indexer will be lost. (The software will also warn you if you select this option)

Incremental Update requires a column in the table that has a Last Modified Date.
Database Indexer needs read-only permission to the database. Incremental updates are
recommended where possible to reduce database activity.

Edit Data Source X

Set Indexing Options

(O New Index
Name
dbo - Products

Location

D:\Documents\Database Indexes Browse...

(® Use Existing Index
dtSearch® Index File (*.ix)

‘D:\Documents\[)atabase Indexes\dbo - Products\hi Browse...

Indexer options
® Recreate Index (All existing content will be removed)
O Incremental Update

Not Setup Setup...

Finally press the Next > button and choose Default or Custom indexing options
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Custom Indexing Options

Select Default or Custom indexing options.

If you want most of your indexes to have the same settings, select Default and edit the Default
Indexing Options from the Help (?) dialog later, otherwise select Custom then check the options you
need and Save your settings.

dit Data Source X

Set Indexing Options

(O Default
® Custom:

[ Automatically recognize dates, email addresses and credit card numbers in text
[ Index numbers

[/ Index document properties such as Author, Subject, etc.

[ Index filenames as text

[[] Add file type name (Word, Excel, etc.) to documents

[] Index MIME headers in emails

[[] Index HTML scripts, styles, links and comments
[] Index attachments in PDF files

[[] Index links in PDF files

[[] Index field names in XML files

s s £ 80 _as "R = __ASA AL £

Generally the more indexing options that are selected the larger the index size will be.
If the documents being indexed contain many numbers, and if these numbers do not have to be
searchable, this setting can reduce index size considerably. Note: ‘numbers’ are defined as a word

starting with a digit, a word such as PO325379 is NOT considered a number.

See Index Size & performance: https://support.dtsearch.com/dts0142.htm
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Default Indexing Options

To change the default indexing options, click on the help (?) icon in the title bar and click on the
Default Indexing Options button.

The settings you choose will be applied to all index tasks that are set to use the default options.

From here you can also choose your Alphabet file and noise word list from your installed copy of
dtSearch Desktop\Network.

Set Default Indexing Options

] Enable numeric range searching (makes indexes larger) e
[[] Generate and index SHA256 hashes for documents

[[] Index hidden content in Office Documents (such as macros)

[[] Index NTFS Summary Information streams

[[] Index lists of filenames in ZIP and RAR archives

Alphabet file

-C:\Program Files (x86)\dtSearch Developer\bin\Engli\ Browse...

Noise word list

|C:\Program Files (x86)\dtSearch Developer\bin\nois¢| Browse...

Apply Cancel

Note:

Noise word list. When you create an index, the index will store its own copy of the noise word

list. Changes you make to the noise word list will be reflected in future indexes you create but will not
affect existing indexes. If you make changes to the noise word file and want them applied to an
existing index, you should rebuild the index. The noise.dat file supplied with dtSearch contains English
words. If you are searching non-English text, either edit the file to remove all the words and save it as
none.dat or enter words appropriate to the language of the text you will be searching and save it with
an appropriate name.

Alphabet file. The alphabet file determines how dtSearch interprets certain characters in your
documents. If you modify the default.abc file, for example to make a character such as +
searchable, we recommend using Save as... to save with a different filename. You will need to rebuild
your index if you edit the alphabet file.
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Run Indexer

After you create an index, we recommend you manually run the indexer before setting up a schedule.

This is particularly important with very large databases, to check that the indexing task can be
completed within your intended schedule.

Select the index to run in the left-hand pane, then click the Run indexer... button, when complete it
will show a message box.

o Index Task Complete

Finished indexing Employees

% records indexed

ok

Note:

In scheduled mode it will not display message boxes. All events and errors are logged in the Windows

Event Viewer.

If index options are set to Incremental Update the number of records indexed will be those that have
changed since the last index update, this may be 0.
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Schedule the Index updates

Before setting a schedule, we recommend that you use Run Indexer to check that indexing runs
without errors and within your intended schedule.

Although the index can be updated manually by clicking the Run Indexer button, generally it is more
convenient to run the indexer automatically on a regular schedule.

DI Database Indexer T x
* New database...
E Data Source
=@ Northwind (localhost) Employees

BR Customers
FH Employees
BR Products
i...FR Suppliers

Last indexed: 04 Dec 2020 20:18
Schedule: Every day at 21:18 from 01 Oct 2020

Edit...

Run Indexer

Schedule Index...

Cancel Schedule

Open index in dtSearch Desktop

Evaluation mode Register...

Version 1.2.7787

Select the index to schedule in the left-hand pane, then click on Schedule index...

Set the Starting date and time, then set

the repetition period in days or months.
Set Task Schedule

To rebuild or update the index daily, you

Index:

Products need to ensure that it can be rebuilt or

Starting: updated within 24 hours; for large

24November 2020 @~ |[2200 |2 databases rebuilding might not be possible
within 24 hours, it is recommended to use

Repeat every: . :

1 3] [Days = incremental updates on a scheduled basis.

Note: This feature is not available in
evaluation mode
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Remove an index

To remove an index, right-click on an item in the list and choose Delete. From the dialog that appears,
select the Delete index from filesystem checkbox and press the Delete button.

o Delete fresh - products

This cannot be undone

[J Delete index from filesystem Cancel

Rename an Index

To rename an index, right-click on an item in the list and choose Rename.

B Database Indexer

|*g New database...

- & Data Source
E|i Morthwind (localhost) Employees
B8 Customers
W Last indexed: 04 Dec 2020 20:18

I Products Schedule: Every day at 21:18 from 01 Oct 2020

L[ Supplier | Edit...

Run Indexer
Schedule Index...
| Cancel Schedule

| Open index in dtSearch Desktop

Evaluation mode Register...

Version 1.2.7787

(New in 1.2)

irEmptoyees
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Automatically Recognize Indexes

When the Open index in dtSearch Desktop button is pressed the search dialog of dtSearch Desktop
is automatically opened at the index currently selected in Database Indexer, ready for you to enter a

search.

Database Indexer automatically creates and modifies Index Library (*.ilb) files whenever an index is
created or modified, it also ensures that the main index library is registered with dtSearch Desktop.

New in version 1.2

Index Manager in dtSearch Desktop automatically lists all indexes created by Database Indexer, so
that you can examine the index size, document count, etc.

CAUTION: All indexes created by Database Indexer can be identified by their [DBIi] prefix. You should

NOT attempt to update, schedule, or rename these indexes from dtSearch Desktop.

Select index

[3651] Contoso Inc - Contoso A '

[3651] Contoso Inc - Selected
[3651] Contoso Inc - Selected
[3651] dtSearch UK - All Notet
[3651] dtSearch UK - Electron
[3651] dtSearch UK - Selectec

3651] dtSearch UK - User No’
DBi] Customers

[DBi] Employees
[DBi] Products
MR Sinnliere

Index information
Index property Value Create Index...
Location D:\Documents\Database Indexer\Custo... Create Index (Advanced)...
Word count 1,596
Document count 91 Update Index...
Index size 925kb
Percent full 0%
Last updated 24/11/2020 16:29:39
Created 24/11/2020 16:29:38

Schedule Updates...
&) Schedule Updates (Administrator)...

e Created date / time is when the initial manual Run Index was started; if you have chosen to
use incremental updates this will not change. If you have chosen Recreate Index, this will
represent the start time of the last update

e Last Updated time is when indexing finished
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Incremental Index Updates

To set incremental index updates, select the index, then click on Edit... Next > Next > then select the
Incremental Update radio button and click Setup...

Incremental index updates require a column in the table that has a Last Modified Date; only rows in
the table that have a date change will be re-indexed. Note: Every record MUST have the 'modified’
column set to the last modified (or created) date. Records that are set to NULL will not be indexed by
database indexer.

Incremental Updates X

Setup Incremental Index Updates
Add & update records based on date

Last Modified Date Column

Remove records from index
(O Never
@® When condition:

HireDate v After now v

Remove Records from Index

You can choose to remove records from the index when a certain condition is met. The options
available are if the selected column contains a row with a true value: is null, is not null,
After now, Before now, = 0, or =1.

Database Indexer never alters or deletes any data in the database itself and only requires read
permission.

If you delete a row from the database, it will not remove the data from the index. To clear data from
the index if records have been deleted requires the index to be rebuilt, see Indexing Options.
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Custom Queries

Use the Custom Query option when data to be indexed spans multiple tables and/or to control what
data is indexed when the table contains data that should be excluded from the index.

Custom Query X

Setup Custom Query

Query
SELECT

SELECT statement that retrieves data to index
Must also return a unique column for pagination

Test Query

Required to discover column information

Pagination Column

3’ Database Indexer

*@ New database...

—_—— — Data Source
= AzureTestDB @
ER fresh - products

= Classi
S Beshy- guilesbsgClassics Last Indexed: 27 Jun 2019 6:40pm

= Schedule: None
ER Custom Query

Edit
Schedule ip&m..
Run indexer
Custom Query:
SELECT productiD, productName, productBarCode, productBrand,

description FROM products a LEFT JOIN (SELECT description,
barcode FROM product_details) b ON a.productBarCode = b.barcode

Version 1.0.7137

Example of setting up a Custom Query
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Document Extraction

Database Indexer treats all database records as field data by default. Extracted documents are treated
as additional file data.

When Document Extraction is selected, both types of data are cached in the index as files, not text. For
example, if a PDF file is stored in the database as binary data, the PDF file is cached in the index and

can be viewed as a PDF file.

DI Document Extraction N

Setup Document Extraction

File Data Column

Notes

Interpret File Data Column

(O Path to file relative to:

Leave blank if paths are absolute

@) File type
Binary v

Filename Column

No Filename Column

Save Cancel

If your database contains embedded files or a column that contains a link to a file, you can choose to
extract the file and store it in the index. This option will make files open faster after a search.
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Enumerable Fields

Enumerable fields are used for categorizing search results into facets. Universal Search Clients can
display faceted results or developers can use the Universal Search AP to display faceted search results

in their own application.

From the New Data source dialog click the Setup... button alongside the Enumerable fields option (or

select an existing data source and click the Edit... button).

Click the New... button to add columns to the list to be used for faceted search navigation.

Select a column from the list and then select Contains the field value or Contains a key to a Table

as appropriate.

Ol Enumerable Fields X

Select Enumerable Fields

Columns Column [Discontinued]
New... @® Contains the field value
[Discontinued j O Contains a key to value
Key Column

Value Column

Delete

D! Enumerable Fields X

Select Enumerable Fields

Columns Column [EmployeelD]
New... (O Contains the field value
EmployeelD ® Contains a key to value
Employees v
Key Column
EmployeelD ~

Value Column

LastName N
Delete

Example 1:

“Discontinued” column contains a
Boolean (true/false) value so
Contains the field value is
selected.

Example 2:

“Employees” table contains an
EmployeelD column that is a Key
to a LastName.

Finally to remove any unwanted items in the list select an item and click the Delete button.

See also: https://support.dtsearch.com/fag/dts0222.htm
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List Index Contents in dtSearch Desktop

In dtSearch Desktop you can see a list of the fields and other index data by choosing

List Index Contents from the Index main menu.

For example, to list enumerable fields:

e From Index to list, select the index.
e From What to list select Enumerable fields

¢ In Pattern to match optionally narrow down your search as shown

e Press List

Index to list
[DBi] Customers

Items to indude in list

Pattern to match (leave blank to indude all)

What to list
(Jwords

(_JFiles
() Fields

Save...

| region | (®) Enumerable fields

[]Stemming What to indude

[JFuzzy searching Word count

[]Phonic searching

Document counts
[IField names

region DF* 1 ~
region "ID" 1
region "Isle of Wight™ 1
region "Lara” 1
region ™ 1
region M 1
region "Mueva Esparta” 1
region "OR" 4
region "Québec” 1
region R 3
region 5Pt &
region "Tachira” 1
region WA" 3 v
ramine AT 1
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Index Groups

dtSearch Desktop 2021.02 and later have an index Group feature. To enable this option, click
Options > Preferences > Search Options, and check the box to "Show indexes by

group".

When groups are enabled, if an index name contains a colon, then the part before the colon is the
group. The indexes created by Database Indexer 1.4 and later are prefixed [DBi]: (Earlier versions were
pre-fixed [DBi] without the colon, old indexes with this format will be automatically renamed.)

Search >
Indexed word list Indexes to search
[365i]: Contoso Inc - Selected Sites v [3631] ~ A Select all
e B ~| | Contoso Inc - Contoso
12 andres O Contoso Inc - Selected Notebooks e Enone
12 andrew Contoso Inc - Selected Sites
12 andy [DBi] Collapse all
:z ange: [ Customers
angela
Expand all
104 angeles O Employees P
12 angelica U Products
1 anger O Suppliers
42 an_gry Staging »
§ anilial [ Book Search c5eb3a08-9¢91-4739-
13 ann
42 anna Other &
16, arifie [ BeeMovielndex
1 announce v | [OBMW v
Search request and or not wf5 w/25 fields...
angelica
Search
Search features Search type
Stemming Synonyms O Any words MeiEcpton-
U Phonic searching [ Related words O All words Search history...
U] Fuzzy searching [ User synonyms @® Boolean (and, or, not, ...)
Browse words...
Sort by hit count i

Return best 5,000 matching files
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Get Help

If you need assistance with evaluating or setting up your own databases, please contact
support@dtsearch.co.uk.

Settings

If document extraction is configured, the document will be cached in the index.

The default indexing options can be changed by clicking the Help icon (?) in the title bar and clicking
the Default Indexing Options button.

Feedback

Please give us feedback on this user guide so that we can provide content that is useful and helpful.
Thank you!
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Appendix

Please contact us if you want to evaluate using our small demonstration cloud hosted MySQL and MS
SQL databases. These are available for 24-hour periods on request.
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